PHISHING – What to do when you get hooked !!
Definition as defined by Webopedia

(fish´ing) (n.) The act of sending an e-mail to a user falsely claiming to be an established legitimate enterprise in an attempt to scam the user into surrendering private information that will be used for identity theft. The e-mail directs the user to visit a Web site where they are asked to update personal information, such as passwords and credit card, social security, and bank account numbers, that the legitimate organization already has. The Web site, however, is bogus and set up only to steal the user’s information. For example, 2003 saw the proliferation of a phishing scam in which users received e-mails supposedly from eBay claiming that the user’s account was about to be suspended unless he clicked on the provided link and updated the credit card information that the genuine eBay already had. Because it is relatively simple to make a Web site look like a legitimate organizations site by mimicking the HTML code, the scam counted on people being tricked into thinking they were actually being contacted by eBay and were subsequently going to eBay’s site to update their account information. By spamming large groups of people, the “phisher” counted on the e-mail being read by a percentage of people who actually had listed credit card numbers with eBay legitimately. 

Phishing, also referred to as brand spoofing or carding, is a variation on “fishing,” the idea being that bait is thrown out with the hopes that while most will ignore the bait, some will be tempted into biting. 

How Does Phishing Work?

Phishing usually happens one of two ways - by phone or by email.

Phishers sometimes use the phone, posing as customer service reps of your credit union, utility company, or service provider and asking for information such as account numbers or passwords. These guys may appeal to your sense of fear by threatening urgent and unpleasant consequences. Alternatively, they may appeal to your Good Samaritan side by making you think you're doing the person a favor. Don't fall for this act; no business should ever call to ask for your personal information.

Phishing by email works in a similar fashion. You may get an email claiming to represent your credit union or online merchant like eBay or Amazon. Usually, the email asks for some kind of account confirmation and provides a form to fill out or link to click. Again, these emails often carry a sense of urgency and dire consequences to try to get you to act rashly. Businesses should never email you to collect personal information.
Who's Phishing?

Phishing is a very profitable crime. Between May, 2004 and May, 2005, it's estimated Americans alone lost $929 million dollars to phishing.

With this in mind, it's no wonder phishing is no longer the effort of just a few guys sitting in their basements. Phishers have been linked to organized crime and other criminal organizations across the globe from Brazil to Russia to China.
CUSecure.or
What Kind of Personal Information?

Phishers look for all kinds of information useful in stealing your identity. In particular, a phisher may be hunting for:

· Social Security Numbers 

· Credit Card Numbers 

· Account Numbers 

· Customer IDs 

· PINs 

· Web Site Logins 

· Passwords 

· Access Codes 

Even something as simple as your address or telephone number could be useful to a phisher; information pieced together over time can be used against you. If a phisher can determine your address one day, your birthday the next, and your phone number on a third day, they could potentially open up an account of some kind in your name.

It's important to guard all your personal information, not just the obvious stuff.

What If the Business Needs that Info?
They don't. Your credit union doesn't need your account number - it already has it. The credit union doesn't need your passwords, either; they already have access to your accounts. EBay, Amazon, your utilities and credit cards already have your information on file too. The only people who don't have your info are the people who shouldn't have it.

What should you do if you are a victim of Phishing?

Being a victim of a Phishing attack is very dangerous to your membership.  The most important guidance is to Communicate so that everyone knows what is going on.  In order of importance, I would recommend that you notify:

Call Center


Managers/Staff


Membership


Press Release to local media (sample provide at end of this document)
Simultaneously, you should have your network administrator working on shutting down the bad sites immediately. Here is some guidance on this process.

All sites have an IP Address.  You may start by performing a ‘ping’ on the address. For example:  
http://htkj.de/grafik/www.dncu.org/index.html  


ping htkj.de    and you should get a return IP Address 212.227.60.114

Then go to the  WHOIS.NET  web site which allows you to resolve this IP Address.  This is very important information.  This tells you who is hosting this website and how to contact them in order to shut the site down.   Most Internet Service Providers (ISPs) have an email address, such as  abuse@ripe.net to report this type of illegal activity.  Expect a 5-10 hour turnaround at best.  
Also, please check with you local ISP providers for Phishing Monitoring types of service.  There are also companies that offer this type of service.  One well known service provider is www.cyveillance.com.
More Communication:
Once the immediate communications have been taken care of there are also some other important contacts that you should notify of the attempted scams.  In New Mexico, they are: 
Financial Institutions Division (FID)

Mr. William J. Verant - Director

2550 Cerrillos Road, Santa Fe, NM 87505

P.O. Box 25101, Santa Fe, NM 87504

(505)476-4560

 

National Credit Union Administration (NCUA)

NCUA Region V - Tempe

Melinda Love - Director

1230 W. Washington Street, Suite 301

Tempe, AZ 85281

(602)302-6000



New Mexico Securities Division



2550 Cerrillos Road



Santa Fe, NM  87505



Bob Hagan - Director



www.rld.state.nm.us/securities


FBI – Need contact info

Credit Union Association of New Mexico 
4200 Wolcott Ave NE 
Albuquerque, NM 87109

Telephone:(505) 298-9899 or toll free (800) 366-6628
Fax: (505) 298-0162

Contact Information: 



Name

Vice President of Marketing

1(505)123-4567 

myemail@mysite.com 

My Credit Union Encounters Phishing Scam

Member Data is Safe and Was Not Compromised

My City, NM,   Date, 2006 – My Credit Union officials are monitoring an Internet Phishing scam that has affected several financial institutions in New Mexico in past weeks. During the morning of Date, 2006 an e-mail was sent to many  New Mexicans regarding an account suspension that requested users to enter private account information. The e-mails are fraudulent and the FBI has been notified.  

It is important for consumers to understand that My Credit Union will never contact members to request private information regarding their accounts. Members should not click on the link in the e-mail that was sent this morning or provide any private financial information to anyone who e-mails, calls or mails them requesting such information. 

My Credit Union assures our members that our databases were not compromised with this scam. The criminals e-mailed a large number of residents in the state, many of whom are not even members of My Credit Union.  

 Many of the other financial institutions in our market have experienced a similar scam over the past several weeks. It is important that everyone notify his or her financial institution when they receive suspicious e-mails and never supply any information that would allow anyone to access his or her accounts. 

If a member has already supplied this information online, it is vitally important that he or she contact the credit union immediately. Members may visit any of My Credit Union Branch, or call (505)123-4567. 

El Patron, CEO of My Credit Union states “It is important that our members understand that their financial data is safe. These criminals never accessed our system. The only members that are at risk of being victims of fraud are those that supplied the information the criminals requested. Therefore it is very important that our members who may have supplied their account information contact us immediately.”

All My Credit Union members that have an e-mail address on file with the credit union have been notified of the scam. 

If consumers would like to learn more about phishing, or other forms of internet fraud, they can visit www.fbi.gov and click on the New E-scams and Warnings link, under Be Crime Smart. 

My Credit Union is a not-for-profit financial institution that serves more than 100,000 members in Northern New Mexico.
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