Agenda for Compliance Roundtable held on September 21, 2006.

1. Review the overdraft (courtesy pay) changes that go into effect on October 1st.  Come prepared to review the AIRES checklist. 
Note:  the AIRES checklist was too large for the upload to

our website – if you would like a copy or the link please 

e-mail me at mike@cuanm.org and I will get it to you!
The group went through the AIRES checklist and although most credit unions offer some type of overdraft protection for their members most do not advertise the product.  However, you should carefully review your program to make sure that you don’t trigger additional disclosures.  For example the NAFCU summary on courtesy pay states that “the definition of advertising is very broad under the new rule.  For instance, a message on a periodic statement stating an overdraft limit or the amount of funds available for overdrafts would be enough to trigger the additional disclosure requirements.”  

It was also discovered that all credit unions in attendance have a written policy approved by the board for their overdraft protection programs and that the policy establishes a time limit for members to return their account balances to a positive balance.
Differentiating an NSF fee from an OD fee is important and the group was in agreement that one fee should not be greater than the other.

Pay close attention to line 26 of the AIRES checklist – under the comments for this section it is stated that as “best practice” credit unions should disclose fee totals for statement period and calendar year, regardless of program advertisement.  

2.
Leave policies (specifically maternity leave).

It was noted that credit unions with fewer than 50 employees are not covered under the Family & Medical Leave Act.  New Mexico does not have a law or statute that requires credit unions to grant time off for the birth or adoption of a child but all credit unions have a policy addressing it.  Most allow the employee to take as much time as they have accumulated and then go into some type of leave of absence.  The policy should also address returning to work after the pregnancy and in what capacity. 
3. BSA/AML – as you know there is a new FFIEC manual out and it was suggested that we take some time at each roundtable and go through the document.  
The link to FFIEC’s InfoBase is http://www.ffiec.gov/bsa_aml_infobase/default.htm
The group listened to the presentation on the website and then talked about customer due diligence and conducting a BSA/AML risk analysis on the credit union and on the membership.  Attached is a customer due diligence policy written by Judy Carrasco at Carlsbad School Employees Credit Union (Thanks Judy!).  Please use it only as a starting point when writing your policy taking into account your BSA/AML risk assessment and your existing policies, procedures and processes.  Also attached is a customer risk rating form that can be modified to fit your credit union (it was the form we used at the community bank I worked at).  
Note:  the sample  Customer Due Diligence Policy & Risk Profile were also too large for the upload to our website – if you would like a copy of either in Word or Adobe please e-mail me at mike@cuanm.org and I will get it to you!
The group also discussed the possibility of meeting again in November or early December to just go through the BSA/AML Manual.  Possible dates for this exciting experience will go out to everyone as soon as possible.  

4. Authentication for Internet Based Services - the enclosed link will take you to FFIEC’s FAQs on the topic. http://www.ncua.gov/letters/2006/CU/06-CU-13_encl.pdf 
Some credit unions have conducted their risk assessments in this area and have already implemented another layer of security on their web based services.  As you know federally insured credit unions that provide members with internet related services are required to conduct a risk assessment and determine whether single-factor authentication is inadequate.  Single-factor authentication is for example a member ID and password.  If the risk assessment results show that single-factor authentication is inadequate then multifactor authentication or layered security must be employed.  Multifactor authentication and layered security are defined in the attached documents.  NCUA has stated that full compliance is expected by the end of 2006.
The credit unions that have already implemented a solution have used “shared secrets” in addition to the standard password and PIN.  
Shared Secrets 

Shared secrets (something a person knows) are information elements that are known or shared by both the customer and the authenticating entity. Passwords and PINs are the best known shared secret techniques but some new and different types are now being used as well. Some additional examples are: 

• Questions or queries that require specific customer knowledge to answer, e.g., the exact amount of the customer’s monthly mortgage payment. 

• Customer-selected images that must be identified or selected from a pool of images. 

The customer’s selection of a shared secret normally occurs during the initial enrollment process or via an offline ancillary process. Passwords or PIN values can be chosen, questions can be chosen and responses provided, and images may be uploaded or selected. 

The security of shared secret processes can be enhanced with the requirement for periodic change. Shared secrets that never change are described as “static” and the risk of compromise increases over time. The use of multiple shared secrets also provides increased security because more than one secret must be known to authenticate. 

Shared secrets can also be used to authenticate the institution’s Web site to the customer. This is discussed in the Mutual Authentication section. 

